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Abstract:

In recent years, the sport betting industry in Addis Ababa particularly the Zemen Sport Betting
platform has witnessed significant expansion, driven by technological advancements, increased
smartphone penetration, and widespread internet access. As a result, more individuals are
engaging with online betting services, leading to a notable rise in digital financial transactions.
While this trend contributes to economic growth and the digitalization of the local entertainment
and financial sectors, it simultaneously exposes stakeholder’s operators, users, and financial
intermediaries to a range of cybersecurity threats and vulnerabilities.

This research seeks to critically assess the cybersecurity posture of Zemen Sport Betting’s
financial systems, focusing on the detection, evaluation, and analysis of threats that could
compromise data integrity, user privacy, and transaction security. The study aims to identify key
vulnerabilities within their digital infrastructure, such as inadequate encryption mechanisms,
poor user authentication protocols, and susceptibility to phishing attacks, data breaches, malware
intrusions, and weak regulatory compliance. Particular attention will be paid to the financial
transaction process, from user registration and digital wallets to payment gateways and backend
data storage systems.

Using a qualitative research methodology, this study will employ semi-structured interviews with
cybersecurity experts, system administrators, and financial service providers; conduct surveys
with end users to assess their awareness of online threats; and perform document analysis of
policy frameworks, system architecture, and security audits (where accessible). This triangulated
approach will ensure a comprehensive understanding of both technical and human-related
vulnerabilities.

The expected outcome of this research is to map the cybersecurity threat landscape facing the
Zemen Sport Betting financial infrastructure and to develop actionable recommendations aimed
at mitigating these risks. Recommendations will likely include the adoption of stronger access
control measures, implementation of multi-factor authentication, improvement of network
monitoring tools, regular penetration testing, staff cybersecurity training, and adherence to
national and international data protection standards.

Ultimately, the findings of this research are intended to contribute toward bolstering
cybersecurity resilience within the Ethiopian betting industry and to support the development of
a safer, more trustworthy digital financial ecosystem. As Ethiopia continues to digitize its
economy, ensuring the protection of online financial transactions especially within rapidly
growing sectors like sport betting will be critical in sustaining public trust, protecting consumer
assets, and promoting responsible digital innovation.
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Chapter 1: Introduction

1.1 Background of the Study

The digital revolution in Ethiopia has significantly reshaped the entertainment and financial
sectors, creating new opportunities for online platforms and services. One of the fastest-growing
areas within this transformation is the online sports betting industry. With increased internet
access, mobile banking, and strong youth engagement in digital technology, betting has become
a major form of digital entertainment and financial engagement.

Among the leading platforms in this industry is Zemen Sport Betting Plc, a private company
established in April 2022 with the vision of becoming a major player in Ethiopia’s legal sports
betting market. Zemenbet offers customers a web-based and mobile-friendly system that
supports real-time betting on sports such as football, basketball, volleyball, and tennis. It also
features virtual games, real-time statistics, promotions, and efficient customer service.

Users access the platform by registering accounts and making financial transactions through
mobile money or bank transfers. In addition to entertainment, the platform generates
employment opportunities through its network of agents across Ethiopia. Its mission is centered
on responsible gaming, customer satisfaction, and supporting Ethiopia’s growing digital
economy.

However, with the increased digitalization of financial services come increased cybersecurity
risks. Like many digital platforms, Zemenbet handles large volumes of sensitive user data and
financial information, making it a potential target for cybercriminals. Threats such as phishing,
malware, identity theft, denial-of-service attacks, financial fraud, and data breaches can
significantly disrupt the platform’s operations and damage user trust.

While Zemenbet applies basic security protocols such as SSL encryption, the increasing
sophistication of cyber threats requires more robust and adaptive cybersecurity frameworks. This
research aims to assess the cybersecurity threats and vulnerabilities affecting the Zemen Sport
Betting financial sector in Addis Ababa and propose solutions to improve its digital security
environment.

1.2 Problem Statement

The digital growth of Ethiopia’s betting industry particularly platforms like Zemen Sport Betting
Plc has introduced significant cybersecurity challenges. As more users engage in financial
transactions online, their personal and banking information becomes increasingly exposed to
cyber-attacks.

Despite the platform's efforts to implement encryption and follow legal regulations, there is little
public knowledge about the actual strength and effectiveness of Zemenbet’s cybersecurity

infrastructure. The risks posed by inadequate protection include:

o Data breaches that could expose user profiles and betting history;
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o Phishing and malware campaigns that target less digitally well-educated users;
o Unauthorized access through weak authentication systems;
o Financial fraud, especially in real-time deposit and withdrawal operations.

Globally, cybercrime related to digital payments has surged, and developing countries like
Ethiopia face greater challenges due to limited regulatory enforcement, weak IT
infrastructure, and a shortage of trained cybersecurity professionals.

Academic literature on cybersecurity in Ethiopia is still developing, with most attention focused
on banking and government systems. There is a clear gap in research focused on private sector
platforms like sports betting, despite their rapid growth and financial sensitivity.

This study addresses that gap by investigating the cybersecurity posture of Zemen Sport Betting
and recommending practical solutions to reduce vulnerabilities and ensure long-term platform
sustainability.

1.3 Objectives of the Study

General Objective

To assess the cybersecurity threats and vulnerabilities affecting the financial systems of Zemen
Sport Betting Plc in Addis Ababa and recommend strategies for improving the platform’s
security and protecting user data.

Specific Objectives

1. To identify the major cybersecurity threats affecting the Zemen Sport Betting financial
sector, such as malware, phishing, and financial fraud.

2. To assess the technical and human-related vulnerabilities within Zemenbet’s
cybersecurity infrastructure.

3. To evaluate the effectiveness of existing security measures in protecting financial
transactions and user information.

4. To propose practical cybersecurity solutions and strategies tailored to Zemenbet’s
operational context and digital infrastructure.

1.4 Research Questions

This study will address the following research questions:

1. What are the primary cybersecurity threats facing the financial operations of Zemen Sport
Betting in Addis Ababa?

2. What vulnerabilities exist within the current cybersecurity framework of Zemenbet?

3. How effective are the existing security measures in safeguarding user data and digital
financial transactions?

4. What strategies and tools can be implemented to strengthen Zemenbet’s cybersecurity
posture?



1.5 Significance of the Study

This research provides timely and relevant insights into the cybersecurity challenges affecting
Ethiopia’s rapidly expanding sports betting industry. Specifically, it offers:

e Practical recommendations to help Zemen Sport Betting Plc enhance its cybersecurity
framework;

e Awareness and guidance for digital users on safe practices in online betting;

e A foundation for policymakers and regulators to develop tailored cybersecurity
standards for the betting sector;

e A contribution to academic literature, particularly in the under-researched area of digital
finance and cybersecurity in Ethiopia’s private sector.

By improving cybersecurity in platforms like Zemenbet, this study supports national goals
related to digital transformation, financial inclusion, and data protection.

1.6 Scope and Limitations

Scope: This study focuses on the financial and cybersecurity systems of Zemen Sport Betting
Plc in Addis Ababa, Ethiopia. It explores technical, procedural, and human-related aspects of
cybersecurity, based on interviews, surveys, and document reviews.

Limitations:

e Access to internal documents and sensitive technical data may be restricted due to
confidentiality and company policies.

e The study’s focus on a single company in one city may limit generalizability to other
regions or betting platforms.

o User participation may be affected by trust issues or limited technical understanding of
cybersecurity topics.



Chapter 2: Literature Review

2.1 Introduction to the Literature Review

Cybersecurity has emerged as a global priority, particularly within digital financial and
entertainment sectors such as online betting, which depend heavily on internet-based platforms.
The integration of technology into financial services has introduced numerous advantages,
including speed and accessibility. However, it has also brought significant cybersecurity risks,
such as data breaches, financial fraud, and identity theft (Kshetri, 2021; Europol, 2022).

As betting platforms become increasingly digital and customer-oriented, they handle vast
amounts of sensitive user data and financial transactions, making them prime targets for
cybercriminals. These platforms must balance user convenience with robust security protocols, a
task that requires strong cybersecurity frameworks and ongoing risk management. This literature
review explores the state of cybersecurity in the global and regional betting industries,
discusses existing frameworks and standards, and highlights the research gap related to Zemen
Sport Betting Plc in Ethiopia.

2.2 Theoretical / Conceptual Framework

The theoretical foundation of this study is built on the Cybersecurity Risk Management
Framework (CRMF) and the Technology Acceptance Model (TAM).

Cybersecurity Risk Management Framework (CRMF)

The CRMF, particularly as defined by NIST (2018), emphasizes identifying, protecting,
detecting, responding to, and recovering from cyber threats. It promotes a continuous process of
risk assessment and improvement to manage evolving cyber risks, especially in sectors where
financial transactions and user data are involved.

In this context, CRMF is useful for evaluating how betting platforms like Zemenbet identify
potential threats, assess vulnerabilities, implement protective technologies (e.g., encryption,
firewalls), and respond to incidents.

Technology Acceptance Model (TAM)

Developed by Davis (1989), TAM explores how users accept and use technology based on
observed usefulness and easiness of use. In the case of Zemenbet, TAM helps examine how
cybersecurity features (e.g., multi-factor authentication, secure payment) influence users’
willingness to use the platform confidently. A secure environment increases perceived trust and
usability, leading to higher engagement and satisfaction.



2.3 Review of Related Studies

Cybersecurity in Financial and Betting Sectors

Globally, the financial sector is frequently targeted by cyber attackers due to the valuable
personal and financial data it holds. Morgan (2024) estimates that the cost of cybercrime
globally reached $9.5 trillion in 2024, with further increases expected. In the online betting
industry, unique cybersecurity challenges arise, including user anonymity, real-time financial
processing, and the potential for fraud and money laundering (Smith & Jones, 2020).

Jones et al. (2019) emphasize the importance of implementing secure payment gateways, end-
to-end encryption, and data protection protocols to mitigate risks in digital gambling
environments. These include the use of SSL/TLS encryption, multi-factor authentication
(MFA), and real-time fraud detection systems.

Anderson (2021) notes that SSL alone may not be sufficient for modern threats and recommends
advanced monitoring and endpoint protection for platforms dealing with high transaction
volumes and user traffic—Ilike Zemenbet.

Cybersecurity Standards and Frameworks

Widely adopted frameworks such as the ISO/IEC 27001 and the NIST Cybersecurity
Framework serve as comprehensive guides for building effective cybersecurity systems. These
standards focus on:

o Risk assessment and analysis

o Continuous monitoring

o Employee training and awareness

o Incident response plans

e Access control systems (ISO, 2013; NIST, 2018)

Application of these frameworks within the betting sector ensures a structured approach to
cybersecurity, allowing platforms to maintain compliance, trust, and service continuity.
Platforms in developed countries often integrate these models to enhance system resilience, but
adoption remains limited in lower-income countries.

Cybersecurity in Africa and Ethiopia

In Africa, limited infrastructure, low cybersecurity awareness, and underdeveloped legal
frameworks increase the risk of cybercrime. Kshetri & Voas (2017) report that African
countries face major challenges in cybersecurity enforcement, including a shortage of skilled

professionals and low investment in cyber protection tools.

In Ethiopia, the digital economy is growing, yet cybersecurity maturity remains in early stages.
According to Gebre (2022), government institutions and financial services are increasingly
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targeted by cybercriminals, while private-sector platforms such as online betting remain largely
under-researched.

Alemu & Berhanu (2023) highlight that the lack of standardized cybersecurity policies,
especially in the online entertainment sector, creates blind spots that can be exploited by
attackers. For Zemen Sport Betting—despite its use of basic encryption and regulatory
compliance—these conditions present substantial risk, particularly as user engagement and
transaction volume rise.

2.4 Summary of Literature Gaps

While global literature highlights best practices and frameworks in managing cybersecurity risks
within financial and online platforms, several critical gaps remain:

1. Lack of localized studies: Most cybersecurity research focuses on banks and large
institutions. There is minimal research on Ethiopia’s sports betting industry, especially
from a cybersecurity risk perspective.

2. Absence of empirical data on Zemenbet: No known academic studies assess Zemen
Sport Betting’s vulnerability profile, making it difficult for stakeholders to design
informed security measures.

3. Limited focus on user behavior and awareness: Many studies emphasize technical
solutions but overlook the human element how users understand and respond to
cybersecurity risks, which is critical in platforms like Zemenbet.

4. Underdeveloped regulatory discussions: The Ethiopian betting industry is legally
regulated, but enforcement of cybersecurity policies is still evolving, creating
uncertainties about compliance and standards.

This thesis addresses these gaps by conducting a qualitative investigation into Zemen Sport

Betting’s cybersecurity infrastructure, focusing on user experience, organizational practices, and
the broader regulatory environment
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Chapter 3: Methodology

3.1 Research Design

This study adopts a qualitative research design to gain an in-depth understanding of
cybersecurity threats and vulnerabilities impacting the financial systems of Zemen Sport Betting
Plc. A qualitative approach is appropriate for exploring complex issues such as cybersecurity,
where both technical infrastructure and human behavior intersect. It allows for the collection of
detailed insights through interviews, surveys, and document reviews. According to Creswell &
Poth (2018), qualitative methods are particularly effective when the goal is to explore processes,
perceptions, and context.

3.2 Population and Sample Size

The population for this study includes two major groups:

o Internal stakeholders of Zemen Sport Betting Plc, including:
o IT personnel
o Cybersecurity professionals
o Financial officers
o Security managers
o External users of the Zemenbet platform, specifically those who engage in online
betting and financial transactions.

Sample Size:

e 10 internal stakeholders will be selected for in-depth interviews.
e 50 external users will be surveyed using structured questionnaires.

This sample size is considered adequate to achieve data saturation for qualitative insights and
provides a diverse range of user feedback for the survey component.

3.3 Sampling Techniques

Two sampling techniques are used:

e Purposive Sampling for internal stakeholders: Participants are deliberately chosen based
on their roles and expertise related to cybersecurity and financial operations within the
company.

e Convenience Sampling for external users: Participants are selected based on their
availability and willingness to participate, making it practical for reaching a range of
users.
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3.4 Data Collection Methods and Instruments

3.4.1 Semi-Structured Interviews

e Conducted with 10 internal stakeholders.

e Interviews are guided by a predefined interview guide (see Appendix B), but allow
flexibility for probing deeper into relevant topics.

e Topics include:

Existing cybersecurity policies and infrastructure

o Past incidents or breaches

o Challenges in securing user and financial data

o Perceived vulnerabilities and recommendations for improvement

o

Number of Interviewers:
Only one interviewer (the primary researcher) conducts all interviews to ensure consistency and
minimize interviewer bias.

3.4.2 Surveys / Questionnaires

e Distributed to 50 external users of the Zemenbet platform.
e The survey is a structured questionnaire (see Appendix A) with both closed and open-
ended questions.

Key sections of the questionnaire include:

e Section 1: Demographic information (e.g., age, gender, length of platform use)

o Section 2: Cybersecurity awareness (e.g., phishing knowledge, password habits)

o Section 3: User experiences related to cybersecurity (e.g., suspicious activity, perceived
safety)

3.4.3 Document Review

o Internal documents are reviewed to assess the organizational cybersecurity posture.
e Documents include:
o Cybersecurity policy manuals
System logs
Past incident/breach reports
Compliance documentation with national/international regulations

o O O

3.5 Data Analysis Procedures

e Thematic Analysis (Braun & Clarke, 2006) will be applied to qualitative data from
interviews and open-ended survey responses. The process involves coding the data,
identifying patterns, and categorizing them into major themes.

e  SWOT Analysis will be used to assess:

o Strengths in current systems

13



o Weaknesses or internal vulnerabilities
o Opportunities for enhancement
o Threats from external actors or technical limitations

3.6 Validity and Reliability (Trustworthiness)

To ensure consistency and trustworthiness, the following strategies are employed:

o Triangulation: Data collected through interviews, surveys, and document analysis will
be cross-verified.

e Member Checking: Preliminary findings will be shared with interviewees for validation
and feedback.

e Audit Trail: Detailed records of data collection, coding, and interpretation will be
maintained to allow transparency.

o Reflexivity: The researcher will reflect on potential biases throughout the process and
address them appropriately.

3.7 Ethical Considerations

Ethical approval will be obtained from the relevant institutional review board. The following
measures are taken to uphold ethical standards:

e Informed Consent: Participants will be informed about the purpose, scope, and
voluntary nature of the study. Consent forms will be signed before participation.

o Confidentiality: All data will be anonymized and securely stored. Personal identifiers
will be removed during analysis and reporting.

e Voluntary Participation: Participants can withdraw at any stage without any
consequence.

o Data Protection: Digital data will be encrypted, and physical documents will be stored in
a locked cabinet accessible only to the researcher.

3.8 Limitations of the Methodology

e Some internal documents may be inaccessible due to confidentiality policies, potentially
limiting the depth of analysis.

e Convenience sampling of external users may introduce bias, as it may not represent all
demographic or user behavior profiles.

e The study focuses on a single organization in Addis Ababa, which limits
generalizability to other firms or regions.
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Chapter 4: Results and Findings

4.1 Introduction

This chapter presents the findings of the study based on data collected through interviews with
key stakeholders, surveys of Zemenbet platform users, and document reviews of internal
cybersecurity policies and practices. The aim is to address the research questions outlined in
Chapter 1, focusing on identifying existing cybersecurity threats, vulnerabilities, the
effectiveness of current safeguards, and possible areas of improvement. The findings are
presented thematically and interpreted in relation to both the Ethiopian context and global
standards in cybersecurity for financial and online betting platforms.

In addition to narrative explanations, the results are supported with tables, charts, and
comparative visuals for clarity. This approach ensures that both the quantitative evidence
from survey data and the qualitative insights from interviews and document reviews are
presented in a way that highlights patterns, gaps, and areas of concern.

4.2 Presentation of Data and Findings

4.2.1 Research Question 1: What are the main cybersecurity threats facing Zemen Sport
Betting?

Phishing and Social Engineering Attacks

Interviewees reported that phishing attempts were the most frequently observed threat. These
often took the form of fake login pages or fraudulent SM'S messages tricking users into revealing
credentials. Survey results showed that 42% of users had encountered suspicious messages or
links pretending to be from Zemenbet.

This finding aligns with Anderson et al. (2013), who identified phishing as the leading cyber
threat in the online gambling industry due to the large number of financial transactions and
relatively low user awareness.

Figure 4.1: Users Experiencing Phishing Attempts

No

Figure 1 Users Experiencing Phishing Attempts
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Figure 4.1: Users Experiencing Phishing Attempts

Explanation: The data shows that phishing is a widespread threat, affecting nearly half of users.
This highlights a serious awareness and training gap, as even a single successful phishing
attempt can compromise multiple accounts.

Ransomware and Malware Threats

While no major ransomware incidents were reported by Zemenbet staff, IT personnel expressed
concern about the potential for such attacks, citing the absence of regular backups and endpoint
protection. Internationally, ransomware attacks have surged in fintech platforms, where real-time
transaction systems are highly valued targets (Mills & Laing, 2020).

Insider Threats

A notable finding from internal policy reviews and interviews was the lack of strict access controls.
Employees often had broad access to systems beyond their operational need. This raises the risk of
insider misuse—intentional or accidental. Greitzer & Frincke (2010) emphasized insider threats as highly
dangerous in financial institutions due to the level of access and trust involved.

Table 1 Main Cybersecurity Threats

Threat Type Source Observation

Phishing Survey responses 42% exposed
Malware/Ransomware Staff interviews Concern; no major incident
Insider Threats Policy review Broad access rights; high risk

4.2.2 Research Question 2: What vulnerabilities exist within Zemenbet’s cybersecurity
infrastructure?

Weak Authentication Systems

Zemenbet's platform currently uses single-factor authentication (i.e., passwords). This leaves
users vulnerable to credential theft. According to Verizon's Data Breach Investigations Report
(2021), multi-factor authentication (MFA) can prevent 99% of unauthorized access attempts, yet
it is not implemented on Zemenbet.

Lack of Cybersecurity Awareness and Training

Survey results indicated that over 70% of users had not received any education or guidance on
cybersecurity practices. Interviews confirmed that there was no formal internal training for staff
either. This reflects the findings of Gebremichael (2021), who reported that poor awareness was
a leading cause of breaches in Ethiopian digital finance platforms.
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Figure 4.2: Cybersecurity Awareness Levels Among Users
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Figure 2 Cybersecurity Awareness Levels Among Users
Figure 4.2: Cybersecurity Awareness Levels Among Users

Explanation: Awareness levels are extremely low: 85% untrained, 70% unaware of phishing,
60% not using strong passwords. This demonstrates that user behavior is one of the largest
vulnerabilities in the system.

Absence of Proactive Monitoring Tools

The document review revealed that Intrusion Detection Systems (IDS) and Security Information
and Event Management (SIEM) platforms were not in use. This is a critical vulnerability, as
undetected breaches can persist for extended periods. Kim & Solomon (2018) argue that SIEM
tools are fundamental for early detection of sophisticated threats.

Table 2 Cybersecurity Vulnerabilities Distribution

Vulnerability Finding

Awareness/Training 85% users untrained
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Monitoring Tools No IDS/SIEM,; reactive response only

Figure 4.3: Cybersecurity Vulnerabilities Distribution
Explanation: Highlights key vulnerabilities in authentication, awareness, and monitoring.

4.2.3 Research Question 3: How effective are current cybersecurity measures at Zemen
Sport Betting?

Zemenbet has implemented basic controls, such as:

e SSL encryption, ensuring encrypted communication between the user and the platform
o Firewalls, preventing unauthorized access to internal systems
e Manual log reviews, conducted periodically by IT staff

However, these controls are largely reactive rather than proactive, and not supported by formal
policies or automated alert systems. Similar conclusions were reached by Kshetri (2021) in
studies on African fintech sectors, where security often lags behind growth.

Table 3 Cybersecurity Vulnerabilities Distribution

Implemented Controls Missing Controls

SSL encryption Multi-Factor Authentication
Firewalls IDS/SIEM Monitoring Tools
Manual log reviews Incident Response Plan (IRP)

User Training Programs

Figure 4.4: Implemented vs Missing Security Controls
Explanation: The gap between implemented and missing controls emphasizes that the
organization is operating in a reactive posture, leaving it vulnerable to emerging and advanced

threats.

4.2.4 Research Question 4: What solutions can be implemented to enhance cybersecurity?
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Based on participant feedback and document analysis, the following were identified as feasible
solutions:

e Introduce Multi-Factor Authentication (MFA): Provides effective layer of security for all
user logins and staff system access

e Cybersecurity Awareness Campaigns: Workshops, alerts, and training sessions to educate
users and employees about phishing, password hygiene, and secure online behavior

e Implement Proactive Monitoring Tools (IDS, SIEM): Automates threat detection and
provides real-time alerts

e Access Control Policies: Define clear rules for system access based on employee roles
(principle of least privilege)

o Incident Response Plan (IRP): Structured, rehearsed protocol to handle security incidents

o Regular Security Audits: Conducted internally or by third-party specialists

Figure 4.5: Recommended Cybersecurity Enhancements by Priority
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Figure 3 Recommended Cybersecurity Enhancements
Figure 4.5: Recommended Cybersecurity Enhancements by Priority

Explanation: The table and figure clearly show that the highest-priority actions involve
authentication, awareness, and response planning.

4.3 Comparison with Related Studies
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Table 4 Comparison with Global and Regional Practices

Area Global/Regional Practice (Literature) Zemen Sport Betting
(Current Study)

Multi-Factor Essential in fintech (Verizon, 2021) Not implemented

Authentication

Cybersecurity Mandatory training (Gebremichael, 2021) No awareness or training

Awareness programs

Insider Threat Access management and monitoring Broad access rights, no

Controls (Greitzer & Frincke, 2010) activity monitoring

Security Monitoring Use of SIEM/IDS for threat detection
Tools (Kim & Solomon, 2018)

Incident Response Standard in global betting platforms
Planning (Jones et al., 2019)

No such systems in place

No formal IRP exists

Figure 4.6: Zemenbet vs Global Standards

Explanation: The radar chart comparison indicates that Zemenbet is lagging in nearly all areas
compared to international standards, especially in MFA, monitoring, and training.

4.4 Summary of Findings

o Phishing, malware, and insider threats are the most relevant cyber risks currently facing

Zemen Sport Betting,

e Major vulnerabilities include lack of multi-factor authentication, limited cybersecurity

awareness, and absence of automated monitoring systems

o Existing measures are limited and primarily reactive, with no formal incident response

strategy or user training programs

e Compared to global standards, Zemenbet is significantly underprepared for emerging
threats, although the leadership is aware and willing to improve
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Chapter 5: Discussion

5.1 Interpretation of Findings

The results of this study indicate that while Zemen Sport Betting Plc has implemented basic
cybersecurity controls—such as SSL encryption and firewalls—significant vulnerabilities
persist. These include weak authentication mechanisms, limited cybersecurity awareness
among users and staff, and the absence of proactive monitoring and threat detection tools.

The dominance of phishing and social engineering among reported threats underscores a major
human factor vulnerability. Given that over 70% of users have never received cybersecurity
training, the likelihood of successful social engineering attacks is significantly elevated. This
supports previous findings by Pfleeger & Caputo (2012), who emphasized that human error is
often the weakest link in cybersecurity defenses.

The study also highlighted that Zemenbet lacks formal Intrusion Detection Systems (IDS) and
Security Information and Event Management (SIEM) tools, which are standard in many global
financial platforms. This gap is critical; as such tools are essential for identifying patterns of
malicious behavior in real time (Kim & Solomon, 2018).

Furthermore, the lack of a documented incident response plan (IRP) and limited technical audits
increase the platform’s exposure to data breaches and operational disruptions. The system’s
current reactive posture indicates the absence of a broader, organization-wide cybersecurity
strategy—a concern highlighted in African fintech literature, where policies are often
underdeveloped or poorly enforced (Kshetri, 2021; Alemu & Berhanu, 2023).

5.2 Comparison with Previous Studies
Table 5 Comparison with Previous Studies

Study Similarities Differences

Anderson et al. Phishing and social Zemenbet users more vulnerable due to
(2013) engineering top threats lower digital literacy

Gebremichael Lack of wuser awareness Zemenbet lacks cybersecurity outreach or
(2021) common in Ethiopia training compared to some banks

Kim & Solomon Importance of SIEM/IDS Zemenbet has yet to implement these tools
(2018)

Kshetri & Voas African platforms often lack Zemenbet reflects this trend, operating
(2017) proactive frameworks without IRP or comprehensive policy
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5.3 Explanation of Unexpected Results

An unexpected finding was the complete absence of cybersecurity policies or protocols, even
in a basic form. While it is common for newer companies in Ethiopia to underinvest in
cybersecurity, the lack of formalized documentation or role-based access controls suggests an
alarming oversight.

Additionally, there was an assumption that some form of employee awareness or informal
training might exist—but interviews revealed that no cybersecurity awareness efforts have
been initiated since the platform's launch. This places Zemenbet in a more vulnerable position
than even other local fintech startups, which have begun incorporating user training and phishing
awareness as standard practices (Gebre, 2022).

5.4 Implications of the Study

e For Zemenbet: Urgent need for technical, procedural, and human-centered cybersecurity
reforms

o For Ethiopian regulators: Exposes gaps in national fintech oversight; agencies like
INSA must enforce sector-specific cybersecurity standards

e For users: High exposure to threats due to absence of MFA and awareness campaigns

e For academia: Fills a literature gap on Ethiopian online betting cybersecurity,
supporting comparative regional research
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Chapter 6: Conclusion and Recommendations

6.1 Summary of the Study

This research assessed cybersecurity threats and vulnerabilities within Zemen Sport Betting Plc,
one of Ethiopia’s leading online betting platforms. A qualitative methodology was employed,
involving interviews with staff, surveys of users, and document analysis.

Key findings:

o Phishing, malware, and insider threats are the most pressing cybersecurity concerns

e System vulnerabilities include weak authentication, lack of training, and absence of
proactive monitoring

o Platform lacks formal policies, response plans, or advanced security tools

The study has shown that Zemenbet’s cybersecurity posture is insufficient for its digital exposure
and transaction volume.

6.2 Conclusions

1. Cybersecurity risks at Zemenbet are high due to inadequate preparation rather than
technological complexity

2. Absence of a cybersecurity policy framework and poor user education increases platform

exposure

Compared to international standards, Zemenbet operates with minimal proactive defenses

4. Institutional, regulatory, and cultural changes are needed to ensure a secure and
trustworthy betting environment

[98)

6.3 Recommendations for Practice

1. Implement Multi-Factor Authentication (MFA)
o Adds extra verification; integrate SMS/app-based logins
2. Provide Regular Cybersecurity Awareness and Training
o Onboarding tutorials, periodic workshops, phishing simulations
3. Formalize Cybersecurity Policies
o Adopt ISO 27001 or NIST; review annually
4. Deploy Intrusion Detection and Monitoring Tools
o Tools like Wazuh or Snort; train IT staff
5. Encrypt Stored User Data
o AES-256 or equivalent for at-rest data
6. Develop an Incident Response Plan (IRP)
o Assign roles, test scenarios, document incidents
7. Collaborate with National Bodies
o Align with INSA and other stakeholders
8. Promote a Security-First Organizational Culture
o Appoint CISO, allocate budget, include cybersecurity KPIs
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6.4 Recommendations for Future Research

o Comparative studies on cybersecurity across Ethiopian betting platforms or other fintech
startups

e Quantitative risk assessments to estimate financial and operational impact of security
breaches

o User behavior analysis on how digital literacy affects security outcomes

e Policy effectiveness studies evaluating regulatory frameworks (e.g., INSA, data
protection laws)
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Appendices
Appendix A: Survey Questionnaire (Users)
Section 1: Demographics
1) Age:
[]Under 18 []18-25 []26-35 []36-45 [] Above45
2) Gender:
[ ]Male []Female [ ]Prefernotto say
3) How long have you used Zemenbet?
[ ] Less than 6 months
[ ] 6-12 months
[ ] Over 1 year

Section 2: Cybersecurity Awareness

4) Have you ever received cybersecurity awareness training?
[1Yes []No
5) Do you know what phishing is?
[1Yes []No
6) Do you use strong, unique passwords for your Zemenbet account?

[IYes []No

Section 3: Security Experiences

7) Have you ever experienced suspicious login attempts or financial fraud while using Zemenbet?
[1Yes[]No
8) How secure do you feel when using the Zemenbet platform?
(1 = Not secure, 5 = Very secure)

Il 201 301 401 511
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Appendix B: Interview Guide (Staff and Management)
Section 1: General Security Posture

1) What are the current cybersecurity policies in place at Zemen Sport Betting?
2) What security tools and practices are used to protect user data?
Section 2: Threat Management
3) What types of cyber threats has the platform experienced in the past year?
4) How do you currently respond to incidents such as phishing or malware attacks?
Section 3: Training and Awareness
5) Do employees receive regular cybersecurity training?
6) Are users educated about protecting their accounts and data?
Section 4: Future Plans
7) Are there plans to implement multi-factor authentication or intrusion detection systems?

8) What challenges does Zemenbet face in improving cybersecurity?
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Appendix A: Responses — Survey Questionnaire (Users)

Section 1: Demographics

Question Most Common Answer

Gender Male (75%)

Table 6. Section 1 Demographics

Interpretation: The majority of Zemenbet users are young adults, primarily male, who have
engaged with the platform for more than a year. This demographic is digitally active but may
also be more vulnerable to online threats due to risky digital behavior or lack of awareness.

Section 2: Cybersecurity Awareness

Question Yes No

Know about phishing? 30% 70%

Table 7. Cybersecurity Awarene
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Interpretation: A high percentage of users lack basic cybersecurity awareness. This confirms
that Zemenbet’s user base is exposed to social engineering attacks due to lack of training and
poor password practices. This supports the finding that user education is a major gap.

Section 3: Security Experiences

Question

Yes

Experienced suspicious activity or fraud?

Feel secure using Zemenbet?

25%

3 out of 5 average score

75%

Table 8. section 3 Security Experiences 1

Interpretation: A significant minority (25%) has encountered suspicious activities—this is an
alarming indicator, even if most feel relatively secure. There is likely a gap between perceived

security and actual system robustness.
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Appendix B: Sample Interview Responses (Staff and Management)

Section 1: General Security Posture

“We rely mainly on basic security measures like SSL encryption and firewalls. No formal
cybersecurity policy document is currently in place.”

“There’s no dedicated cybersecurity department, but the IT staff handle major incidents as they
arise.”

Interpretation: The security system is in place but lacks depth and formalization, consistent
with the literature indicating that many Ethiopian fintech platforms use reactive rather than
preventive models (Gebremichael, 2021).

Section 2: Threat Management

“We haven’t had a major breach yet, but we’ve seen phishing links circulated on Telegram
channels targeting our users.”

“We don’t currently use SIEM tools or intrusion detection, so we rely on manual logs for
spotting anomalies.”

Interpretation: While no major breaches were reported, threat vectors are actively present. Lack
of advanced threat detection tools suggests the platform may be missing silent or undetected
intrusions.

Section 3: Training and Awareness

“We’ve never conducted cybersecurity training for employees. It’s something we plan to do
when we scale up.”

“Users are not formally educated on digital risks. We sometimes put up banners when issues
arise, but nothing ongoing.”

Interpretation: The absence of cybersecurity training at both user and staff levels confirms the
vulnerabilities identified in survey data. This is a major human-centric flaw in Zemenbet’s
cybersecurity approach.

Section 4: Future Plans

“We are planning to implement OTPs or two-factor authentication next year.”

“Budget and skills are major limitations—we’d like to collaborate with government bodies like
INSA for help.”
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Interpretation: There's intent to improve, but current limitations (financial, structural) impede
progress. Partnerships and strategic planning are needed to move from intent to
implementation.

Appendix C: Ethical Approval — Considered Implications

Research Ethics Followed:
o Participants in surveys and interviews gave informed consent.
e No personal or financial information was collected.

e Responses were anonymized and stored securely.

Ethical Reflection: The research adhered to APA and institutional ethics standards. Trust and
transparency with participants were maintained throughout the study.

Data Summary — Cross-Appendix Themes

Key User Themes (from Survey):

o High usage by youth, especially males

e Low cybersecurity awareness

e Moderate satisfaction but notable experiences of risk
Key Staff Themes (from Interviews):

o Weak infrastructure (no MFA, IDS, or IRP)

o Lack of formal cybersecurity policy
e Awareness of threats but insufficient preparation
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Key Organizational Gaps:

Area Finding

User education 85% untrained; poor understanding of phishing and password safety

Monitoring tools No SIEM or IDS; reactive response only

Table 9. key organization Gaps



END
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